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OVERVIEW

The ISO 27001 Lead Auditor course
provides professionals with the
knowledge and skills to assess and
audit Information Security Management
Systems (ISMS) in accordance with
ISO/IEC 27001, helping organizations
protect critical information, manage
risks, ensure compliance, and maintain
business continuity.

This course provides a comprehensive understanding of ISO/IEC
27001 and the principles of auditing an Information Security
Management System (ISMS) in line with international best
practices.

Course Introduction:

Key Learning Focus:

Learning Outcomes & Practical Benefits:

Participants will learn how to plan, conduct, report, and follow
up on ISMS audits to ensure compliance, effectiveness, and
continual improvement.

The training equips professionals with the competence to assess
information security risks, strengthen organizational resilience,
and support certification and regulatory compliance efforts.



WHAT YOU WILL LEARN

ISMS Foundation Auditing Concepts and
Principles

Planning and
Conducting Audits

Learn the purpose and benefits
of an ISMS, how to set
organizational context, create
required documents, and
define the scope and Statement
of Applicability.

Understand the role and
essential skills of an auditor or
lead auditor, along with core
auditing concepts and principles
aligned with ISO standards.

Gain practical knowledge to
plan, conduct, and report
audits effectively in line with
ISO 19011, ensuring
compliance and continual
improvement.



Implementation Professionals

ISMS Consultants

CISOs

IT Heads

ISMS Representatives

Core ISMS Members

WHO SHOULD ATTENDTARGET
AUDIENCE

“This course is designed for
professionals responsible for
information security, IT
governance, risk management,
and anyone seeking to
implement or manage an
ISO/IEC 27001-compliant ISMS.”
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COURSE
STRUCTURE

This five-day course provides a comprehensive framework, covering initiation,
planning, implementation, monitoring, and certification of ISMS, combining
lectures, practical exercises, and assessments for enhanced learning.

Module 1 Module 2 Module 3 Module 4 Module 5

Audit Principles,
Preparation & Planning

Introduction to ISMS & ISO
27001 Requirements

Conducting the ISMS Audit

Audit Reporting & Follow-
Up Activities

Planning the ISMS

Introduction Implementation

Monitoring & Improvement

Certification & Exam

Certification Process
& Competency
Development



Course Materials

Assessments

Hands-On Labs

Certification

TRAINING METHODOLOGY TrainingHeights

All participants receive comprehensive course
materials, including detailed manuals, practical
exercises, case studies, and reference guides to support
learning and exam preparation.

Participants complete interactive assessments to test
their understanding, reinforce key concepts, and ensure
readiness for certification.

Participants gain practical experience through hands-on
labs, applying concepts in real-world scenarios to
reinforce learning and build confidence.

All participants receive an official Training Completion
Certificate from Training Heights, validating their
knowledge and skills gained during the course.



TRAINING
DELIVERY

Training Heights offers both Virtual
(Online) and Physical (Classroom)
training sessions, giving learners the
flexibility to choose the learning
format that best suits their schedule,
location, and learning preference.
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THANK YOU

(806) 726 9749
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